
Welcome to Childrenõs 

Healthcare of Atlanta 

New Provider  

Clinical Orientation Module 



Childrenõs Healthcare of Atlanta 

Introduction and Overview 

We are excited that you are joining Childrenõs. The 

content in this module will review the mandatory topics 

required for all providers who provide patient care, 

treatment and/or services. 

 

Instructions: 

1) Read this module prior to your orientation date. 

2) Complete the attestation form provided via the link 

on the final slide.   

3) Ask additional questions New Provider Orientation. 
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Childrenõs Healthcare of Atlanta 

Objectives 

After completion of this orientation module, the learner will be able to: 

1) Recognize Childrenõs mission, vision, and values 

2) Identify behaviors that promote a culture of safety  

3) Utilize available resources appropriately 

4) Describe the providerõs role in complying with the following 

topics: 
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Å Professional Staff 

Citizenship 

Å Customer service 

Å Patient and 

family education 

Å Cultural diversity 

Å Compliance 

Å Emergency 

preparedness 

Å Infection 

prevention 

ÅMedical record 

documentation 

Å Patient Care 

Å Ethics and end of 

life 

Å Patient and 

Medication 

safety 

Å Risk Management 



Childrenõs Mission, Vision and 

Values 



Childrenõs Healthcare of Atlanta 

What is Our Mission? 

ÅOur mission is the reason WHY we exist. It articulates what we 

want to mean to our patients and to the community today and 

in the future.  
 

ÅOur mission addresses not only how we treat sick kids but also 

that we are dedicated to prevention and research that will 

lead to new treatments and cures.  
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To make kids better today  

and healthier tomorrow  



Childrenõs Healthcare of Atlanta 

ÅOur vision tells us WHERE we are going.  

 

ÅòBest Careó means providing the highest quality 

care, resulting in our being acknowledged 

nationally as a pediatric clinical provider.  

 

Å "Healthier Kids" means we have prevented injury 

and illness and developed new cures and 

interventions so that children never have to come 

into our hospitals.  

 

 

What is Our Vision? 

Best Care é Healthier Kids 
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Childrenõs Healthcare of Atlanta 

What are Our Values? 

Care about People Dedicated to Better Passionate about Kids 

ÅHear what needs to be 
said/say what needs to 
be heard 
 
ÅInvite contributions 

 
ÅRecognize my unique 

value 
 
ÅHelp others shine 

 
ÅHave optimistic intent 

 
 

ÅBelieve we can make a 
difference 
 
ÅKeep the kids close 

 
ÅIgnite the wonder 
 
ÅShare the story 

 
Åά²Ŝέ before άƳŜέ 
 

 

ÅMake it matter 
 
ÅBuild it to last 

 
ÅThink beyond your 

badge 
 
ÅChallenge what is 

 
ÅDo the right thing 
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Professional Staff Citizenship 



Childrenõs Healthcare of Atlanta 

Notice of Changes 

ÅAs a stipulation of Professional Staff membership, practitioners 

agree to inform the System Credentials Chair (or designee) of 

any change in the practitioner's status or any change in the 

information provided on the individual's application form. 

ÅThis information shall be provided with or without request at the 

time the change occurs and shall include, but not be limited to, 

changes in: 

ðlicensure status 

ðprofessional liability insurance coverage 

ðfiling of a lawsuit against the practitioner 

ðstaff status at any hospital 

ðeligibility to participate in Medicare or Medicaid 

ðability to safely and competently exercise clinical privileges or 

perform Professional Staff duties and responsibilities because of 

health status issues. 
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Childrenõs Healthcare of Atlanta 

Board Certification Requirements 

ÅProfessional Staff members are required to achieve and 

maintain specialty board certification as a condition of staff 

membership. 

ïPhysicians and dentists appointed to staff after Dec 8, 1999 must 

become certified by the appropriate specialty/subspecialty board 

within seven (7) years of completion of residency or fellowship 

training. 

ïPhysicians and dentists appointed to staff after June 20, 2001 must 

become certified by the appropriate specialty/subspecialty board 

within seven (7) years of completion of residency or fellowship training 

AND must maintain certification as a condition of staff membership. 

ïPsychologists appointed to staff after Jan 1, 2014 must become 

certified by the Am Board of Professional Psychology within seven (7) 

years from the date of approval of their Childrenõs Professional Staff 

appointment AND must maintain certification as a condition of staff 

membership. 
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Childrenõs Healthcare of Atlanta 

Delegating to an Advanced Practice 

Professional 

ÅPhysicians may delegate medical tasks to Advanced Practice 

Professionals (APP).  

ïDelegation is based on the APPõs experience, competence, education, 

and skill set.                                 

ÅResponsibilities of a delegating physician include: 
ïRemain available at all times by telephone or pager for immediate 

consultation with the Allied Health Professional  

ïEnsures nurse practitioners with prescriptive authority receive 

appropriate ongoing pharmaceutical education 

ïAudit the medical record as required by law 

ïOversee patient care as required by law  
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Childrenõs Healthcare of Atlanta 

Delegating to an Advanced Practice 

Professional 

Å An APP may not authorize a patient admission but may convey an order to 

admit on behalf of the admitting physician. 

Å An attending physician is expected to be present to examine the child in a 

timely manner, not to exceed twenty-four (24) hours.   

ï An APP may perform the initial assessment on behalf of the attending physician, 

but the physician still needs to assess the patient within 24 hours and then every 

24 hours thereafter.   

ï If the patient is admitted after 6:00 PM by anyone other than the physician of 

record, the Admitting Physician (or resident or appropriately credentialed 

designee) sees the child by 12:00 pm the following morning. 

Å Upon admission to an intensive care unit, a patient must be assessed in a 

timely fashion.  

ï An APP may perform the initial history and physical examination on behalf of 

the attending physician, but the attending physician must review, verify, and 

update that assessment within 12 hours of the patient's arrival to the intensive 

care unit. 
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Childrenõs Healthcare of Atlanta 

Delegating to an Advanced Practice 

Professional (continued) 

Å A hospitalized child is never to be without an attending physician and is to 

be assessed daily.   

ï An APP may assess a patient in advance of a physician but not in lieu of a 

physician assessment. 

Å Any qualified Professional Staff member with clinical privileges at Children's 

may be called upon for consultation within his or her area of expertise.

  

ï An APP can fulfill a request for a consultation in lieu of a physician 

consultation, unless the physician ordering the consultation indicates to the 

contrary by requesting a physician perform the consultation.  

Å A discharge summary is required for all patients with stays greater than 

forty-eight (48) hours and for any patient who is treated in the Intensive 

Care Unit (ICU), or in the case of a death.   

ï An APP Nurse Practitioner (NP) or Physician's Assistant (PA) may dictate a patient 

discharge summary, which must then be authenticated/co-signed by the 

Supervising Physician within thirty (30) days of the date of the patient's 

discharge. 
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Childrenõs Healthcare of Atlanta 

Physicians In Training 

ÅResidents and Fellows are members of an ACGME-accredited 

training program and are: 

ïnot members of the Professional Staff 

ïauthorized to provide patient care only under the supervision of a 

Professional Staff member.  

ÅThe supervising physician must: 

ïprovide appropriate oversight of the care provided by the resident or 

fellow 

Åoversight must be sufficiently documented in the medical record 

ïensure the resident or fellow practices within their job description 

ï immediately address any quality concerns related to the resident or 

fellow which he/she is made aware of 

ïsign the medical record documents: 1) short stay summary 2) history and 

physical 3) consult note 4) operative notes 5) discharge summary 6) any 

documentation left unsigned by the physician in training. 
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Childrenõs Healthcare of Atlanta 

Unified/Integrated Professional Staff  

ÅThe Professional Staff of Egleston and Scottish Rite Hospitals 

operate as a system-wide integrated Professional (medical) 

Staff under one system-wide Medical Executive Committee. 

ÅRegulatory requirements call for education to Professional Staff 

members of their right to participate in any opt-out vote at the 

Hospital(s) at which their clinical privileges are effective. 

ïSuch a vote would call for a separate and distinct Professional (medical) 

Staff at both hospitals. 

ÅThe procedures to facilitate this vote are set forth in Article 10 

of the Professional Staff Bylaws. 

ÅAn opt out vote may not be held more than once every two (2) 

years without the prior, written consent of the Childrenõs Board.   
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Childrenõs Healthcare of Atlanta 

Peer Review Process 

ÅPhysician Peer Review evaluates the performance of Professional 

Staff members in the interest of self-improvement and enhanced 

patient care. 

ÅThe peer review process provides a fair and systematic 

methodology for evaluation of events related to clinical and 

behavioral performance. 

ÅWhen there is question or concern related to physician 

performance or behavior, call 404-785-7464. 

ïResults of referral are confidential and not shared. 

ÅFederal and State laws provide protection for peer review 

conducted in good faith. 

ï Information deemed confidential remains confidential. 

ï Individuals and institutions granted immunity. 

ïPeer review work product designated privileged and inadmissible in court. 
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Childrenõs Healthcare of Atlanta 

Behavior That Undermines A Culture of 

Safety 

ÅChildrenõs has a NO TOLERANCE policy for behavior that is 
disruptive and undermines a culture of safety. 

ÅSuch behaviors can interfere with the work environment and/or 
bring about staff discomfort, thus disrupting the ability to 
provide quality patient care.   

Å In addition to verbal outburst and physical threats, the following 
can be disruptive behaviors: 

ïQuietly exhibiting uncooperative attitudes during routine activities 

ïReluctance or refusal to answer questions, return phone calls or pages 

ïCondescending language or voice intonation 

ï Impatience with questions. 

ÅEvery time we let disruptive behavior go unchallenged, it 

reinforces acceptance and  normalizes the behavior. 

ÅMatters of inappropriate conduct by Professional Staff members 

should be reported to the Professional Staff Peer Review team.   
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Childrenõs Healthcare of Atlanta 

Practitioner Wellness 

ÅPatient care can be compromised if a  Professional Staff member 
has a physical, psychiatric, or emotional condition that impairs 
their ability to practice medicine safely and competently. 

ÅIt is Childrenõs policy to facilitate rehabilitation, rather than 
discipline, in matters of impaired ability to practice medicine 
safely and competently by assisting a practitioner to retain and 
to regain optimal professional functioning that is consistent with 
protection of patients. 

ÅProfessional Staff members with a health issue affecting their 
ability to practice are encouraged to voluntarily bring the issue 
to their campus Professional Staff President or Chief Medical 
Officer. 

If any individual has reasonable concern that a Professional Staff member has a 
health issue that may affect their practice within Children's, he or she must report 

this in writing immediately to the campus Professional Staff President or Chief 
Medical Officer.  
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Customer Service 



Childrenõs Healthcare of Atlanta 

Service Behaviors: 

Smile. Greet. Own. Thank. 
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Own 
ÅIntroduce yourself 
ÅFollow through on 
requests 
ÅTake it as far as you can 
ÅInform and Escort 

 

Smile 
ÅAddress staff, patients , families and 
visitors within 5 feet in 5 seconds 
ÅLook people in the eye and smile 
ÅUse this interaction to assess their 
ǎǘŀǘǳǎΧŀǊŜ ǘƘŜȅ ƭƻǎǘ ƻǊ Řƻ ǘƘŜȅ ƭƻƻƪ 
upset 

Smile 
ÅAddress staff, patients, families, and 

visitors within 5 feet in 5 seconds. 

ÅLook people in the eye and smile. 

ÅUse this interaction to assess their status. 

Are they lost, or do they look upset? 

Greet 
ÅGreet colleagues, patients, and families by 

name if possible. 

ÅSay ògood morningó or òhello.ó 

ÅIntroduce yourself and what you do for the 

organization. 

Own 
ÅIntroduce yourself. 

ÅFollow through on requests. 

ÅTake it as far as you can. 

ÅInform and escort. 

 

Thank 
ÅAlways say òthank youó during or after 

detailed interactions. 

ÅConsider saying òmy pleasureó (when 

appropriate). 

ÅLet families know that we value their 

feedback. 

 



Childrenõs Healthcare of Atlanta 

Patient Representatives 

ÅEmployees who become aware of any complaint should work to 

immediately resolve the concern whenever possible.  If the 

concern is not resolved, or the patient requests the concern be 

handled through the formal grievance process, staff should 

promptly refer the issue to the campus patient representative.   

 

ÅPatient Representatives serve as a point of contact and liaison 

between patients, families, medical staff, and the organization 

for patient complaints and grievances. 

 

ÅFeedback from patients and families is utilized to continually 

improve the patient and family experience. 
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Childrenõs Healthcare of Atlanta 

Patient Representatives 

What is considered a ògrievance?ó   

Å A written complaint regarding patient care, abuse or neglect, compliance 

with CMS Conditions of Participation, or a Medicare beneficiary billing 

complaint  

Å Written complaints are always considered a grievance when from an 

inpatient, outpatient, or a patient that has been discharged. 

Å A verbal complaint regarding patient care that is not resolved by staff at 

the time of the complaint  

Å When the patient/parent/legal guardian requests that their complaint be 

handled through the formal grievance process 

Å See  Grievance Policy 1.01 for more details.  

  

Contact your campus Patient Representatives for assistance with 

patient complaints/grievances. 
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Compliance 



What is your role in Compliance? 

Ask Questions ς 
Be confident in 

your 
Compliance 
knowledge 

Know the 
laws that 

affect your 
area 

Use your 
Compliance 
Resources  

Be aware of 
potential, real 
or perceived 
Conflicts of 

Interest 

Encourage co-
workers to 

communicate 
concerns 

Follow the 
Chain of 

Command 
to report 
concerns 

Know Your Chief 
Compliance 

Officer 

 Ellen Light 

Know your Reporting 
Options 

1-877-373-0126 
www.choa.alertline.com 

(you can be Anonymous) 
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Childrenõs Healthcare of Atlanta 

Coding and Billing 

/ƘƛƭŘǊŜƴΩǎ ŎƻŘƛƴƎ ŀƴŘ ōƛƭƭƛƴƎ ŎƭŀƛƳǎ ǎǳōƳƛǘǘŜŘ ǘƻ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ŀƴŘ 
private insurance payors should be truthful, accurate, medically 
necessary, and conform to federal, state, and local laws and regulations.  

 

 

 Avoid and correct these types of CODING errors: 

Upcoding  (the use of a higher diagnostic code rather 
than the code the patient documentation supports) 

Unbundling services that should be bundled 
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Childrenõs Healthcare of Atlanta 

Coding and Billing 

Avoid and correct these types of BILLING errors: 

Billing for services not supported by clinical documentation 

Billing for physician services when services were provided by another clinician (e.g., NP, PA) 

.ƛƭƭƛƴƎ ŦƻǊ ǎŜǊǾƛŎŜǎ ƻǳǘǎƛŘŜ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ ŎƭƛƴƛŎƛŀƴΩǎ ǇǊŀŎǘƛŎŜ 

Billing for services of a non-licensed practitioner 

Billing as the supervising physician without performing the necessary services 

Billing for drug samples 
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Standards of Conduct 

Our Standards of Conduct guide our behavior and support a 

culture of respect and compliance. We are committed to: 

ÅPatients and families 

ÅEmployees 

ÅPhysicians 

ÅCompetitors 

ÅGovernment 

ÅPayors 

ÅOther parties (hospitals, 

vendors, other outside 

parties) 

 

Ethical Relationships withΧ As well asé 

ÅProtection of property 

ÅAvoiding conflicts of interest 

ÅProhibiting retaliation 

ÅReporting compliance 

concerns 

ÅProfessional staff 

Responsibility 
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Childrenõs Healthcare of Atlanta 

 
Some Laws and Regulations that Govern 

Our Work 

 
ÅEMTALA 

ÅAnti-Kickback Statute 

ÅFalse Claims Statute 

ÅStark Law 

ÅHIPAA/HITECH 
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Childrenõs Healthcare of Atlanta 

Emergency Medical Treatment and Active 

Labor Act  (EMTALA) 

EMTALA requires Childrenõs to treat patients who come  

to our emergency departments  regardless of their  

ability to pay. 

 

 
 

Our Responsibility: 
 

ÅPerform a medical screening (separate from triaging) 

ÅTreat the patient to the best of our capability and capacity 

ÅIf the patientõs condition is outside the scope of care rendered at 

Childrenõs (e.g., burns), we must secure an appropriate and safe 

transfer to a facility with the necessary capability and capacity. 
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Childrenõs Healthcare of Atlanta 

Anti-Kickback Statute 

Å Prohibits anyone from offering, paying, or soliciting a 

benefit of any kind in exchange for referrals or the 

purchase of items paid for by the federal government. 

(Medicare of Medicaid) 

Å AKS applies to hospitals, provider groups, vendors, and 

their employees. 

 

 
 

 
 

Examples of activities that may violate 

AKS if they do not fit squarely within the 

statuteõs òsafe harborsó: 

ÅA vendor providing tickets to 

concerts or sporting events 

ÅProviding free space for a vendor to 

sell medical products to patients 

ÅA medical device vendor providing 

free devices/products 

 

ÅChildrenõs does not pay physicians for 

referrals, and we do not accept 

payment for referrals that we make. 

 

ÅChildrenõs business agreements with 

physicians do not depend upon the 

volume or value of referrals a 

physician provides. 
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Childrenõs Healthcare of Atlanta 

False Claims Act 

The False Claims Act 

prohibits any person from 

intentionally submitting a 

false or fraudulent claim 

to the Federal 

Government. 
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Childrenõs Healthcare of Atlanta 

Stark Law 

Prohibits providers from referring patients to entities 

with which they have a financial relationship, unless it 

complies with an exception under the Stark Law. 

Examples of Financial Relationships:   

ÅEmployment 

ÅMedical Director Agreements 

ÅInvestments 

ÅGifts 

ÅRecruitment Arrangements 

All financial arrangements with providers must be in writing. 
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Childrenõs Healthcare of Atlanta 

Provider Obligations - Emergency Call 

ÅWhen paged by an emergency department physician, on-call 

Professional Staff members are expected to call back as promptly as 

possible but are required to call back within fifteen (15) minutes. 

Physical presence in the emergency room for an urgent consult is 

required to be within thirty (30) minutes from the time the request is 

made by the emergency department physician. 

ïChildrenõs Professional Staff Policy 13.01, Emergency Call 

Scheduling, recognizes there may be unavoidable extenuating 

circumstances that preclude the Professional Staff member from 

providing a physical presence response within the required 30 

minutes (e.g., travel time to the facility).  

Å Physician assistants and nurse practitioners (APPs) may assist in 

responding to emergency room call.   

ïOn a case-by-case basis, the emergency department physician may 

require that the on-call Professional Staff member respond rather 

than an APP. 
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Childrenõs Healthcare of Atlanta 

Reporting Concerns to Joint Commission 

Å Childrenõs is accredited by the Joint Commission for meeting high standards 

for quality and safety in the delivery of health care.  

 

Å If you have a concern about patient care delivered at Childrenõs, the Joint 

Commissionõs Office of Quality Monitoring is interested in the details of your 

complaint and may use your information to identify possible noncompliance 

with accreditation standards. 

 

Å Concerns must pertain to compliance with accreditation.  Matters of billing, 

payment disputes, personnel issues, or labor relations are not within the 

scope of the Joint Commission. 

 

Å To report the details of a complaint to the Joint Commission, email       

patientsafetyreport@jointcommission.org or mail to Office of Quality 

Monitoring, The Joint Commission, One Renaissance Blvd, Oakbrook Terrace, 

IL 60181 or call toll-free (800) 994-6610. 
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Childrenõs Healthcare of Atlanta 

Conflicts of Interest 

Childrenõs Board members, providers, and employees are expected to avoid 

conflicts of interest or the appearance of conflicts between their private 

interests and those of the organization. 

All individuals associated with Childrenõs are required to disclose real, 

perceived, or potential conflicts of interest, with this disclosure being updated 

as changes occur.   Disclosures should be forwarded to the Compliance Office.  

Familiarity with the Conflict of Interest Policy 10.20 is expected of all Childrenõs 

employees; questions about the policy or exceptions should be directed to the 

Compliance Office. 

 

 
Examples of prohibited behavior: 

1. An employee accepts a restaurant gift certificate from a vendor 
who has submitted a bid. 

2. A sourcing manager contracts with her brother-in-law to provide 
vending machine services. 
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Childrenõs Healthcare of Atlanta 

Disclosure of Interest 

ÅPractitioners may ask for particular drugs or devices to be 

made available at Childrenôs unless the practitioner has a 

financial relationship with the company supplying the drug or 

device, as this might place Childrenõs in a possible òkickbackó 

situation. 

ÅChildrenõs needs to know if a Professional Staff member or any 

member of his/her immediate family has financial interest or 

ownership rights with a third party vendor. 

ïbiomedical device manufacturer, durable or other medical 

equipment company, or pharmaceutical company 

ïany company which conducts or wishes to conduct business 

with Childrenõs 
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Childrenõs Healthcare of Atlanta 

Disclosure of Interest 

ÅReportable services or relationships may include 

ïreceiving compensation for services as a consultant or a 

speakerõs bureau participant 

ïas a director, an owner, or an employee  

ïholder of a patent or any interest in a patent which is held, 

licensed, or utilized by the organization 

ïowner of intellectual property 

ÅProfessional Staff members are responsible for reporting on 

an ongoing basis any such financial relationships as they arise 

outside of the reappointment cycle.  

ïContact Credentialing Services to update the Disclosure of 

Interest form when necessary. 

 

37 



Childrenõs Healthcare of Atlanta 

What is HIPAA? 

ÅThe Health Insurance Portability and Accountability Act of 

1996 (HIPAA) is a federal law that protects the privacy and 

security of an individualõs protected health information (PHI).  

The HIPAA òPrivacy Ruleó and òSecurity Ruleó includes 

mandates that: 

ïRequire covered entities and their business associates to protect patient 

privacy, whether transmitted electronically, on paper, or orally 

ïRequire specific standards for the physical and electronic security of an 

individualõs PHI 

ïGovern when you can access, use, and disclose PHI and for what 

purpose 

ïRequire that covered entities post a Notice of Privacy Practices that 

describes how an individualõs PHI will be used and by whom 

ïProvide patients with rights regarding their health information 
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Childrenõs Healthcare of Atlanta 

Updates to HIPAA 

Å Health Information Technology for Electronic and Clinical Health Act of 

2009 (HITECH) 

ïUpdated HIPAAõs privacy and security standards 

ïDefined notifications to the individual, the government (HHS), and 

potentially the media for a breach or unauthorized use or disclosure of 

PHI  

ï Increased criminal and civil penalties (imprisonment and/or fines) as well 

as sanctions/disciplinary action for breaches   

ïExtended breach liability to Business Associates 

 

Å HIPAA Omnibus Rule of 2013 

ïEnhanced privacy protections and government enforcement 

ïModified breach assessments 

ÅôRisk of harmõ to ôlow probability of compromiseõ 
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Childrenõs Healthcare of Atlanta 

Patient Rights Under HIPAA 

The HIPAA Privacy Rule provides patients with the following  

5 rights regarding their health information: 

Å Right to access 

Å Right to accounting of disclosures 

Å Right to amend 

Å Right to request confidential communications 

Å Right to restrictions 

Additionally, patients also have the following rights under the 

HIPAA Privacy Rule: 

Å Right to receive a copy of the Notice of Privacy Practices 

Å Right to receive an electronic copy of their health record 

Å Right to complain for privacy violations 
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Childrenõs Healthcare of Atlanta 

What is Protected Health Information (PHI)? 

Å Protected Health Information (PHI) is any individually identifiable patient 

information, created or received by a covered entity or business associate, 

that relates to physical or mental health or condition of the individual, 

provision of health care to the individual, or payment for health care. 

ς Includes genetic information 

ς PHI can be transmitted in any form ð oral, electronic, or written 

Å Examples of PHI include: 

ï Name 

ï Address 

ï Social security number 

ï Health plan or insurance number 

ï Payment information including  

      credit card numbers 

ï Patient photographs 
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Childrenõs Healthcare of Atlanta 

How can I use PHI? 

Employees may use a patientõs PHI internally when necessary for: 

Å Treatment: provision, coordination, or management of health 

care by one or more health care providers 

Å Payment: healthcare provider obtaining payment or being 

reimbursed for their services or health plans obtaining premiums, 

fulfilling coverage responsibilities, or providing reimbursement for 

the provision of health care 

Å Routine hospital operations:  quality improvement activities, 

training, credentialing, contract of health insurance or benefits 

contracting activities, business management, and customer service 

 

All other releases need to be done in accordance with Childrenõs Policies 

and in adherence to the law. 
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Childrenõs Healthcare of Atlanta 

How to Protect PHI 

Verbal 

ωTalk in 
private.  

ω5ƻƴΩǘ ǎƘŀǊŜ 
PHI with 
persons not 
involved in 
ǘƘŜ ǇŀǘƛŜƴǘΩǎ 
care including 
your family 
and friends. 

Phone 

ωVerify 
identity 
before 
sharing PHI.  

ωRequest 
passwords or 
patient 
identifiers. 

Fax  

ωUse caution - 
verify 
number.  

ωUse a fax 
cover sheet. 

ωPromptly 
remove 
incoming 
documents 
from the fax 
machine. 

Paper  

ω5ƻƴΩǘ ƭŜŀǾŜ 
documents 
with PHI on 
copiers, fax 
machines, or 
printers. 

ωPick them up 
and shred 
them if not 
needed. 

E-mail  

ωAll electronic 
transmission 
of PHI sent 
outside of 
/ƘƛƭŘǊŜƴΩǎ 
network must 
be encrypted. 

Computer  

ωLock 
workstation 
when away. 

ωLog off when 
done. 

ω5ƻƴΩǘ ǎƘŀǊŜ 
your 
passwords. 

ωPlace 
monitors to 
prevent 
viewing by 
unauthorized 
passersby. 
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Childrenõs Healthcare of Atlanta 

Protect Information by Creating a Strong Password 

ÅPasswords should be a minimum of eight characters long and should be 

changed every 120 days for non-financial roles. 

 

ÅUse at least 3 of the following 4 characters when creating passwords:  

ς Uppercase letters (A-Z) 

ς Lowercase letters (a-z) 

ς Digits (0-9) 

ς Non-alphanumeric characters (!@#$%^&*) 

 

ÅDo not include personal information in your password (such as your name, 

bank account PIN, your childõs or petõs name, etc.). 

 

ÅNever share your password with anyone, not even IS&T.  

 
 

 

If you suspect your password has been compromised contact the  

Solution Center immediately!  
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Childrenõs Healthcare of Atlanta 

PHI and HIPAA 

Å It is inappropriate to access a medical record without a 

legitimate work or business related reason.   

ÅExcept in an emergency (any situation that is threat to life or 

limb), a member of the Professional Staff shall not serve as a 

caregiver to a member of his/her immediate family who is a 

patient with the Childrenõs system.  

ÅPractitioners needing a copy of their childõs medical record must 

request copies through the Medical Records Department. 

ïThis helps Childrenõs comply with Georgia law protecting health 

information that minors can consent to on their own, such as for STDõs, 

substance abuse or a female minorõs treatment for pregnancy.  

ÅHIPAA violations are to be reported, in confidence, to the 

Compliance Hotline at 877-373-0126 or online at 

www.choa.alertline.com. 
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Childrenõs Healthcare of Atlanta 

Examples of Impermissible uses of PHI 

 

 

 

 

 

 

 

Snooping:  It is never acceptable for employees to access the medical record (in 

Chartmaxx, Epic, or hardcopy) of a patient out of curiosity or the medical record of 

a neighbor, friend, babysitter, celebrity, or co-workerõs child without a legitimate 

work-related or business need.   

Social Media: Employees are prohibited from posting, sharing, or discussing PHI of 

any patient of Childrenõs on social media sites such as Twitter, Facebook, or others.  

This includes patient medical or health information, patient contact information, 

pictures of patients or families, stories, etc.  

ï Employeesõ communication with patients or patient family members on social 

media sites should be kept to a minimum and at all times remain 

professional.  
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Photography/Videos:  The use of personal cell phones or other personal recording 

devices by employees to capture patient information, specifically photographs or 

videos, is strictly prohibited.  Using digital cameras or other means to record 

information about a Childrenõs patient is only permitted with parent/legal guardian 

consent and in compliance with our photography policies.   

 



Childrenõs Healthcare of Atlanta 

Mobile Devices and PHI 

 When transporting any device that 

contains PHI, such as a laptop, 

smartphone, thumb drives, etc., care 

should be taken to secure the 

device. 

ï Keep devices with you at all 

times. 

ï Password protect and encrypt 

the devices. 

ï Never leave devices in view or 

in unsecured vehicles. 

ï Be mindful of your surroundings, 

airplane seatmates, or other 

passersby. 
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Email and PHI 

Communicating PHI through email is used only to accomplish Childrenõs 

business. Never send PHI to or from your personal email.  Limit your 

internal communication of PHI over Childrenõs email or other approved 

job-related email accounts, and apply the Minimum Necessary Rule.  

Email is not always a secure means of communication, so utilize email only 

if you have no other means to meet the business need.   

ÅUse a confidentiality flag and a confidential disclaimer. 

ÅSuch communications may need to be filed in the medical record. 
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Risk and Legal Services 

Notify the Resolution Manager in Legal at 5-7523 if you 

receive:   

ÅContact from an attorney or an attorneyõs office  

ÅParent/legal guardianõs request for compensation 

related to patient care 

 

Notify the Insurance and Litigation Manager in Risk at            

5-7546 if: 

ÅYou have been served a subpoena 

ïFax subpoena to 5-7513 and keep the original. 
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Occurrence Notification System (ONS) 

ÅWhat is an ONS? 

ïAn anonymous, non-punitive electronic process to report adverse 

occurrences and near misses. Anyone can submit an ONS through RL, the 

reporting system we use at Childrenõs Healthcare of Atlanta. 

ÅWhy should I report an ONS? 

ïReporting helps improve patient safety by providing the information 

needed about events so that they can be analyzed and trended.  We 

canõt fix what we donõt know. 

ÅWhat to report? 

ïAny problems, incidents, or other unexpected events (including near 

misses, hazardous conditions, property damage, and patient or visitor 

injury). 

 

If you have any questions, please page Risk Management at 5-RISK 
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Urgent ONS 

ÅTo get immediate assistance in critical situations, 

submit an Urgent ONS. Select òyesó for the question 

òIs this Urgent?,ó and then page the Risk 

Management pager at (5-RISK) and the on-call Risk 

Manager will contact you. 

 

ÅFor events requiring patient disclosure, please contact 

Risk Management at (5-RISK) for assistance with the 

process. 
 

 

52 



Childrenõs Healthcare of Atlanta 

ONS Medical Record Documentation 

ÅDo document  

ïFactually and objectively 

ïParent/legal guardianõs non-compliance with treatment or disruptive 

behavior 

ÅDo NOT document    

ïRisk Management or Legal has been notified 

ÅThis could give access to legally protected documents completed by 

Risk and/or Legal 

ïONS has been submitted 

ïCausation, fault, or blame 

ïLetters for families addressed òTo Whom It May Concernó  

ÅThis could be a potential privacy/HIPAA issue 

ÅLetters written for families should be addressed to specific 

individuals or organizations 
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Response to Unanticipated Events/Outcomes 

ÅChildrenõs recognizes the right of patients/parents/legal 

guardians to receive accurate and timely information about a 

patientõs medical status, treatment, and outcomes to make 

informed decisions about care. 

 

ÅConsistent with this approach, Childrenõs has a process for 

communicating with the patient/parent/legal guardian 

regarding unanticipated events/outcomes.   

ïThe communication of unanticipated events is consistent with Childrenõs 

core values of trust, integrity, respect, and service excellence.   

ïIt is Childrenõs goal to have open, honest, and consistent communication 

with our patients and families. 

 

54 



Childrenõs Healthcare of Atlanta 

Legal Services Resources and Support 

ÅRisk Management is available 24/7 at 404-785-7475 (ext 5-

RISK)  

ïfor assistance with disruptive behavior, unanticipated 

events/outcomes, disclosure 

ïany other risk management/legal question you may have. 

 

ÅContact Risk Management: 

ïIf you are contacted by an attorney or attorneyõs office 

about patient care provided at Childrenõs 

ïIf you have been served a subpoena in a matter pertaining 

to patient care provided at Childrenõs 

ïFor questions or concerns related to product recall 
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Immunizations 

ÅThe Professional Staff influenza policy requires annual 

influenza immunization or, with approved exemption,  

adherence to masking protocols. 

ïDocumentation proving receipt of current-year influenza vaccine, or the 

Vaccine Exemption Request form, must be submitted to Childrenõs 

Medical Staff Services each year by December 1. 

ïThose practitioners with allowed exemption to the vaccine will be 

required to wear a procedure mask at all times in Patient Care Areas 

when flu season is officially declared. 

ÅDocumentation of current tuberculosis (TB) skin test results must 

be provided at time of reappointment to the Professional Staff.   

ïDocumentation must be less than 10 months old.  

ÅChildrenõs Employee Health is available to provide both TB skin 

testing and influenza vaccination. 
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Injuries on the Job 

ÅIf you are injured on the job: 

ïContact Employee Health.  

ïIf you need to see a physician, you will be referred to a 

doctor on our panel of physicians. 

ïIt is important that you see one of the panel physicians so 

that your expenses can be covered completely at no cost to 

you by Workerõs Compensation. 

ïAn Illness/Injury Report must be completed and turned in to 

Employee Health, listing the specifics of the incident. 

ïEmployee Health will file the first report of injury with our 

Workerõs Compensation vendor.  
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ÅExamples of blood-borne pathogens are HIV, Hepatitis B, and 

Hepatitis C. 

ÅSpread by direct contact with blood and body fluids entering 

the body through an open skin lesion, wound, mucous 

membrane, or through percutaneous exposure (needles or 

scalpels) 

ÅUse òStandard Precautions.ó  

ÅGet Hepatitis B vaccine. 

ÅFor more on how to reduce your risk of exposure to blood and 

body fluids, refer to the Childrenõs Exposure Control Plan, 

Policy 1.16. 

 

OSHA Bloodborne Pathogen Standard 
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Å In the event that you are exposed to high-risk fluids, either 

through your skin (needle stick) or mucous membranes (eye, nose, 

mouth): 

1. Obtain immediate first aid: 

ÅFor needle stick cut or wound : wash with lots of soap and water. 

Cleanse skin with alcohol. DO NOT squeeze the area.  

ÅIf splash is to eyes/mouth:  go to eye-wash station, remove contact 

lenses, then flush with lots of water for 15 minutes.  

2. Follow the instructions in the Needle stick Post-Exposure 

Protocol Manual in your unit.  

3. Contact your supervisor.  Blood will be processed from the 

source patient and from the exposed employee. 

 

 

What To Do If Exposed? 
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4. Complete Injury/Illness Report and Post Exposure 

Packet  on the forms section of Employee Healthõs 

page on Careforce. 

5. Report all incidents to the Needlestick Hotline (5-

7777) after blood is drawn and processing in the 

lab. Once the lab results are completed, you will 

receive a call back from Employee Health.  

6. Leave a direct call-back number.  Results will only 

be given to you, the employee, and cannot be given 

to anyone else. 

 

What To Do If Exposed? (continued) 
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Staff Support at Childrenõs 

Å Children's Healthcare recognizes the importance of health and 

wellness for all staff. Caregiving for others comes with its own unique 

challenges and stressors. Staff Support Services is available to 

provide confidential and safe emotional and spiritual support to 

staff when: 

ïDaily stressors become overwhelming 

ïDifficult patient and family situations arise 

ïGrief support is needed 

ïExperiencing a difficult personal situation 
 

Å For assistance with the Staff Support Main Line at 5-4000. 
 

Å The Employee Assistance Program is a counseling and referral 

service for employees who have family, addiction, financial, or other 

problems. It is accessible 24 hours a day; service is free. 
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Emergency Plans 

Å All hospital and system-wide 

emergency response plans can be 

found on the Emergency 

Preparedness page on Careforce. 

Å Your area may have additional 

department-specific emergency 

plans as well.  Every employee is 

expected to know his or her 

departmentõs emergency 

responsibilities. 

Å The hospital plans periodic 

emergency response exercises or 

òdrillsó to assess the effectiveness 

of the Emergency Plan. Staff and 

provider participation allows for 

improved preparation and 

performance.  64 
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Hospital Incident Command System (HICS) 

The Hospital Incident Command System: 

Å Is a tool Childrenõs uses to manage emergencies and other incidents that 

may interfere with normal operations 

Å Integrates with community emergency plans so Childrenõs can effectively 

coordinate with local, state, and federal response agencies 

Å Is activated when normal methods and operations are overwhelmed 
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Emergency Numbers 

ÅDial 5-6161 if you are on 

the Scottish Rite, Egleston, or 

Hughes Spalding hospital 

campuses. 

ÅDial 9-911 if you are in any 

other Childrenõs facility:   

ðOffice Park  

ðNeighborhood locations 

ðMeridian Mark Plaza, the 

Medical Office Building, and 

993F at the Scottish Rite 

Campus 
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